
DATA SHEET

Protect all your business-critical data 		
with OpenText Cybersecurity 
An expansive data protection portfolio, tailored to meet your unique needs

When data loss occurs—whether it’s a natural disaster, 	
cyber-attack, or human error—it significantly increases 
the risk of disrupting regular company operations. 
When systems go down, businesses suffer lost revenue, 
productivity, and diminished customer satisfaction until 
normal operations resume. That’s why it is essential to have 
a robust data protection plan in place.

Our data protection portfolio 
Our Data Protection Portfolio empowers organizations to achieve business 
continuity and comply with evolving regulations. We offer robust backup and 
recovery solutions that reduce the impact of cyberattacks with proactive, 
consistent data backups and advanced capabilities that restore data quickly to 
minimize the risk of downtime.

Endpoint Backup 
Endpoint Backup is a comprehensive, automatic backup solution for your 
endpoint devices and the data that resides on them. Our solution simplifies 
the administrative tasks associated with deploying data protection across an 
entire organization, no matter the size, distribution, or sophistication of the 
environment. 

•	Flexible deployment options—Back up to our cloud, the public cloud, 		
or on-site

•	Global deduplication—Powerful, global deduplication of encrypted data.

•	Centrally managed backup—Manage automated, IT-controlled backups 	
on a single dashboard across the company.

Cloud-to-Cloud Backup
Cloud-to-Cloud Backup offers comprehensive backup and recovery of SaaS 
application data—Microsoft 365, Google Workspace, Salesforce, Box, and 
Dropbox—and boasts central management, granular restore, rapid recovery, 
and flexible retention options. The purpose-built backup solution ensures 
IT administrators can recover as much or as little SaaS application data, as 
necessary.

•	Automate backups of Microsoft 365, Google Workspace, Salesforce, Box, 
and Dropbox.

•	 Flexibly search and recover items, mailboxes, or sites at any granular level. 

•	 Easily recover data with point-in-time recovery.

Benefits
•	Reduce risk from 
ransomware, lost or stolen 
devices, and user error.  

•	 Protect all your business-
critical data in your SaaS 
applications.

•	 Reliably protect your 
physical, virtual, or legacy 
servers with an all-in-one 
solution.

•	Manage and keep critical 
systems online.

•	Achieve recovery that is 
simple, scalable, and cost-
efficient.

•	Migrate any-to-any with 
near-zero downtime.

•	 Easily archive all of your 
business communications.
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Server Backup 
Server Backup offers comprehensive, reliable, and proven 
server protection with support. We protect over 200 
operating systems, platforms, and applications—including 
physical, virtual, and legacy systems. Deployed onsite, 
it stores copies locally as well as in the OpenText cloud. 
The software cloud service and optional onsite hardware 
are all fully integrated and backed by our award-winning 
support team.

•	 Expansive platform support—over 200 OS versions, 
applications, and platforms.

•	 Flexible recovery options include rapid local failover and 
granular restore of files, folders, and application data. 

•	 Achieve business continuity with hourly and forever 
incremental backups with flexible retention options.

Availability 
Availability software enables IT organizations to maintain 
the highest availability of their Windows and Linux servers 
by preventing downtime and data loss. With support 
for physical, virtual, or cloud source systems or target 
environments, the Availability solution is a comprehensive, 
high-availability option for organizations with mixed IT 
environments.

•	Asynchronous, real-time, byte-level replication 
continuously synchronizes critical systems and 
automates failover to either live data or to a saved point, 
with near-zero downtime.

•	 Easy, non-disruptive failover testing that doesn’t impact 
production.

•	Automatic failover with server heartbeat monitoring 
prevents revenue loss from downtime of high-traffic 
sites. 

Recover 
Recover reduces the risk of unexpected downtime by 
securely replicating critical systems to the cloud, ensuring 
that an up-to-date copy is available when it is needed. 
With non-disruptive, self-service tests, failover reports, 
and professional services support, organizations can have 
confidence in their data protection strategy.

•	Continuous, real-time replication for always-on data 
protection.

•	 Recovery times measured in minutes, and recovery 
points within seconds, reducing the risks of lost 
productivity and revenue.

•	 Eliminate the expense of establishing and managing 
your own secondary disaster recovery site.

Migrate 
Migrate is a vendor-agnostic solution that quickly and 
easily migrates physical, virtual, and cloud workloads over 
any distance with minimal risk and near-zero downtime. 
The streamlined process automates and consolidates 
numerous steps, which reduces downtime and the amount 
of work you need to do to reach your migration goals.

•	 Real-time, byte-level replication with near-zero 
downtime—with simple one-click or automatic cutover.

•	 Full server or data-only migrations between any 
combination of physical, virtual, and cloud-based 
platforms—to or from any geographic location.

•	Completely hardware and platform agnostic—avoid 
vendor lock-in to a specific hypervisor, cloud, or 
hardware platform.

Information Archiving  
Information Archiving is an easy-to-use unified 
information archiving and eDiscovery solution that stores 
an unlimited number of files and communications from 
over 50 different sources, including email, social media, 
and collaboration tools. This simplifies the eDiscovery 
process by simultaneously searching all communications 
at the same time—saving time and money.

•	Unlimited cloud-based storage and eDiscovery for over 
50 different sources of communication.

•	 Flexible search capabilities such as proactive glossary 
scanning, data classification, message flagging, 
attachment OCR scanning, and content indexing

•	SimplyShare technology facilitates export-less data 
sharing across internal and external stakeholders 
without a manual export.

Solutions to help your business 
become cyber resilient
OpenText unites best-in-class solutions to ensure your 
business remains cyber resilient. We help you prevent and 
protect against threats from happening in the first place, 
adapt and comply with evolving regulations, and minimize 
impact by quickly detecting and responding, recovering 
data seamlessly to reduce the impact.

Learn More:
https://www.carbonite.com/business/overview/ 

https://www.carbonite.com/business/overview/
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